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TERMS OF USE
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The information provided, including but not limited to Sample Code (“Software”), is
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BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY
LOSS) ARISING OUT OF USE OR INABILITY TO USE THE CODE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

This Agreement is governed by the laws of the State of California, without regard to
principles of conflicts of laws. Each provision of this Agreement is severable. If a
provision is found to be unenforceable, this finding does not affect the enforceability of
the remaining provisions of this Agreement. This Agreement is binding on successors
and assigns. By accessing the information contained in or referenced by this
document, You acknowledge that You have read this Agreement, that You understand
it, that You agree to be bound by its terms, and that this is the complete and exclusive
statement of the Agreement between You and Vitesse regarding the information and
Code.
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Introduction

This document describes how to configure Vitesse Switch Engine devices to
perform Layer 2 functions such as Link Aggregation (LAG), Link Aggregation
Control Protocol (LACP), Virtual LANs (VLANSs), Mirroring, Generic VLAN
Registration Protocol (GVRP), and Multiple Spanning Tree Protocol (MSTP).
Configuration examples are provided both for the command line interface (CLI)
and the Web GUI.

Aggregation

Aggregation enables the use of multiple ports in parallel to increase the link speed
beyond the limits of a single port and to increase the redundancy for higher
availability. If the system has 6 ports, the maximum aggregation group is 3 (6
divided by 2).

Adding a Port to an Aggregation Group

CLI Example: Add the first Gigabit port into group 1

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# aggregation ?

group Create an aggregation group
(config-if)# aggregation group
<uint>
(config-if)# aggregation group 1

Web GUI: Aggregation Group Configuration

 Configuration . .
» Sysstlem Aggregation Mode Configuration
’ =
f-bilei W [ Hash Code Contributors
* Ports Source MAC Address |
» DHCP Destination MAC Address [

IP Address E

» Security ]
TCP/UDP Port Number  []

v Aggregation
= Static
= LACP A

ation Group Configuratio

» Link OAM

= Loop Protection Port Members
» Spanning Tree GroupD|[1[2[3[4]5]6
» IPMC F'rDﬁle Normal

@@ @e e @
= MVR 1 S
» IPMC
P LLDP
= SyncE
=EPS

= MEP

Configuring the Aggregation Mode

The aggregation feature can use the following keys to calculate the destination
port for the frame. The default method is the Source MAC Address, IP Address and
TCP/UDP Port Number. The Destination MAC Address is not used in the default
case.
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CLI Example: Change aggregation mode to dmac, ip, port and smac

# configure terminal
(config)# aggregation mode ?
dmac Destination MAC affects the distributio n
ip  IP address affects the distribution
port IP port affects the distribution
smac Source MAC affects the distribution
<Cr>
(config)# aggregation mode dmac ip port smac
(config)# do show aggregation mode
Aggregation Mode:

SMAC : Enabled
DMAC : Enabled
IP : Enabled
Port : Enabled

Web GUI: Aggregation Mode Configuration

» Configuration

regation Mode Configura

» System
Aakiohob/ [ Fash Gods Conruors
E Poric Source MAC Address [
» DHCP Destination MAC Address [
» Security NJIP Address ]
w Aggregation P Port Number [V

= Static

= LACP Aggregation Group Configuration
» Link OAM aaeg P J
= | oop Protection Port Members
» Spanning Tree GroupID | 1[2[3]4]5]s
» IPMC Profile Nomal @ @ © @ © ©
« MVR 3
» IPMC T T
» LLDP
= SyncE 2 '

= EPS
« MEP Save Reset

The current aggregation mode can be viewed with the show aggregation mode
command as seen here:

# show aggregation mode
Aggregation Mode:

SMAC : Enabled
DMAC : Disabled
IP : Enabled
Port : Enabled

LACP

Link Aggregation Control Protocol (LACP) is an IEEE 802.3ad standard protocol that
allows bundling several physical ports together to form a single logical port.

Enabling LACP

When LACP is enabled on a port, with the lacp command, it will form an
aggregation when 2 or more ports are connected to the same partner. The default
value is disabled.

Vitesse Proprietary and Confidential Page 8 of 45
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CLI Example: Enable LACP on the first Gigabit port
# configure terminal

(config)# interface GigabitEthernet 1/1

(config-if)# lacp

CLI Example: Disable LACP on the first Gigabit port
# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if)# no lacp

Web GUI: LACP Enabled Configuration

Application Note

+ Configuration [ :

f e stm | LACP Port gomkguration

» Green Ethernet = =

e Port | LACP E_nab\ad | Key | Role | Timeout| Prio

» DHCP = )} <> - <> <> - 32768

» Security ) 1 | Auto - Active Fast ~ 32768

"tgnga"o" 2 0 Avo v || Active Fast v 32768
= LACP 3 ] Auto ¥ Active Fast - 32768

PLink OAM 4 I Auto  ~ Active Fast ~ 32768

= | oop Protection =

» Spanning Tree 5 [ Auto  ~ Active Fast ~ 32768

» IPMC Profile - 6 [ Auto ~ Active Fast ~ 32768

Configuring the Key

The port’s LACP Key ranges from 1-65535. The Auto setting will set the key
according to the physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. With a
specific setting a user-defined value can be entered. Ports with the same Key can
participate in the same aggregation group while ports with different keys cannot.

The default value is auto.

CLI Example: Set LACP key to 3 on the first Gigabit port

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# lacp key ?

<1-65535> Key value

auto Choose a key based on port speed
(config-if)# lacp key 3

Web GUI: LACP Key Configuration

| Timeout | Prio

¥ Configuration = z
» Sysgt]em [ | LACP Port Configuration
el Port [ LACP Enabled |/ Key __\ | Role
» DHCP 4 ] < - <
» Security 1 ] A Active
¥ Aggregation = -
= Static 2 |:| A Active
= LACP 3 [ A Active
» Link OAM - .
= Loop Protection 4 = A AC‘!VE
» Spanning Tree 5 O Aut / Active
» IPMC Profile 3 6 [ Auta Active

Vitesse Proprietary and Confidential

<> v 32768
Fast ¥ 32768
Fast v 32768
Fast ~ 32768
Fast v 32768
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Fast v 32768
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LACP Role shows the activity status. An Active Role will transmit LACP packets
each second, while Passive will wait for a LACP packet from a partner, also known

as the “speak if spoken to” role. The default value is active.

CLI Example: Set LACP Role to Passive on the first Gigabit port

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# lacp role ?
active  Transmit LACP BPDUs continously
passive Wait for neighbour LACP BPDUs before transmitting
(config-if)# lacp role passive

Web GUI: LACP Role Configuration

+ Configuration = :

» Sys?em | LACP Port Configuration

» Green Ethernet - =

» Ports Port | LACP l’:f'ﬂbled | Key |/ Role Timeout | Prio

» DHCP * O <> - <> < v 32768

» Security 1 O Auto  ~ Active Fast v 32768

'ﬁgsgé??a“"" 2 B Auto v | Active Fast v 32768
* LACP 3 ] Auto v Active Fast ~ 32768

Eow O 4 B Auto v Active Fast v 32768

* L oop Protection = :

» Spanning Tree 5 O Auto ¥ ctive Fast ~ 32768

» IPMC Profile - 6 ( Auto  ~ ANe Fast ~ 32768

Configuring the Timeout

The Timeout controls the period between BPDU transmissions. Fast will transmit
LACP packets each second while Slow will wait for 30 seconds before sending a

LACP packet. The default value is fast.

CLI Example: Set LACP Timeout to slow on the first Gigabit port

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# lacp timeout ?
fast Transmit BPDU each second (fast timeout )
slow Transmit BPDU each 30th second (slow ti meout)
(config-if)# lacp timeout slow

Web GUI: LACP Timeout Configuration

LACP Port Configuration
» =
P Port | LACP Enabled | Key [ Role [ fimeout \ Prio
» DHCP * ] <> - <> ~ 132768
» Security : 1 O Auto ¥ Active v 32768
v Aggregation 2 = Ao v | Active v faoues
= Static —

* LACP 3 (] Auilo ¥ Active +~ 32768
PLink OAM 4 [ Ao~ Active v [ 32768
= | oop Protection =
» Spanning Tree 5 I_l Auto x Active - 32768
» IPMC Profile - 6 O Auto v Active ~J 32768

Vitesse Proprietary and Confidential
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3.5 Configuring the Priority

The Prio controls the priority of the port. If the LACP partner wants to form a larger
group than is supported by this device, then this parameter will control which ports
will be active and which ports will be in a backup role. Lower numbers mean
greater priority. The default value is 32768.

CLI Example: Set LACP priority to 1000 on the first Gigabit port

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# lacp port-priority ?
<1-65535> Priority value, lower means higher priority
(config-if)# lacp port-priority 1000

Figure 7. Web GUI: LACP Prio Configuration

 Configuration :
» Sys%em | | LACP Port Configuration
» Green Ethernet = =
fradn Port | LACP Enabled | Key | Role | Timeout | [Prio
» DHCP = 1 <= A <= A = -
» Security 1 O Auto v Active ~  Fast v
vﬁgg;zgahon 2 [F] Auto - Active ¥ Fast -

TLACP 3 | Auto - Active Fast ~
> Link OAM : 4 O Auto - Active Fast ~
= | oop Protection i
» Spanning Tree 5 | Auto b Active 3 Fast ~
» IPMC Profile 6 [ Auto - Active Fast ~
3.6 Showing the Status
The current LACP mode can be viewed with the show lacp command as seen

here:

# show lacp ?
internal  Internal LACP configuration
neighbour  Neighbour LACP status
statistics  Internal LACP statistics
system-id LACP system id

4 MAC Address Table

Switching is based upon the DMAC address contained in the frame. The switch
builds up a table that maps MAC addresses to switch ports for knowing which ports
the frames should go to. This table contains both static and dynamic entries. The
static entries are configured by the network administrator if the administrator
wants to do a fixed mapping between the DMAC address and switch ports.

The frames also contain a source MAC address (SMAC address), which shows the
MAC address of the equipment sending the frame. The SMAC address is used by
the switch to automatically update the MAC table with these dynamic MAC
addresses. Dynamic entries are removed from the MAC table if no frame with the
corresponding SMAC address has been seen after a configurable age time.
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By default, dynamic entries are removed from the MAC table after 300 seconds.
This removal is called aging.

CLI Example: Change the aging time to 600 seconds

# configure terminal
(config)#

(config)# mac address-table aging-time ?
<0,10-1000000> Aging time in seconds, 0 disa
(config)# mac address-table aging-time 600

bles aging

Web GUI: MAC Address Table Aging Configuration

 Configuration
» System
» Green Ethernet

= Thermal Protectior]

= Poris
» DHCP

» Security

» Aggregation

» Link OAM

= | oop Protection
» Spanning Tree
» IPMC Profile

= MVR

» IPMC

» LLDP

= SyncE

*EPS

* MEP

*ERPS

= MAC Table

» VLAN Translation
=VLANs

» Private VLANs
»VCL

MAC Address Ta onfiguration
ng Configuration
Disable Automatic Aging || |
Aging Time 300 seconds

| Port Members

[1]2]3]a]s]s
Auto @ @ @ @ @ @
Disable ©) © © @ O
Secure © © OO O ©

Static MAC Table Configuration

Port Members

Delete | VLAN ID | MAC Address |[1[2[3[4[5]6

Add New Static Entry
Save | Reset

Adding a Static MAC Address Entry

CLI Example: Add the static MAC address: 00:00:00:00:00:01 in VLAN 2 on
the first Gigabit port

# configure terminal
(config)#

(config)# mac address-table ?
aging-time  Mac address aging time

static

Static MAC address

(config)# mac address-table static 00:00:00:00:00:0

GigabitEthernet 1/1

1 vlan 2 interface

Vitesse Proprietary and Confidential
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Web GUI: Static MAC Address Configuration

w Configuration
» System
» Green Ethemnet
= Thermal Protectior
= Ports
» DHCP
» Security
» Aggregation
» Link OAM
= | oop Protection
» Spanning Tree
» IPMC Profile

= MAC Table

» VLAN Translation
=VLANs

» Private VLANS
»VCL

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging | |

Aging Time 300 seconds
MAC Table Learning

Port s
[1]2]3]4]5]s

Auto @ @ @ @ @ @

Disable @ @© © © © ©

Secure @ © @O O B @
Statj Table Configuration

[ Port Membery, |

Delete | VLAN ID | MAC Address |1[2[3]4[5][§]

EEW Static Entry

Save | Reset

Showing the MAC Address Table

The current MAC address table can be viewed with the show mac address-table
command as seen here:

# show mac address-table

Web GUI: MAC Address Table

» Configuration
* Monitor
» System
» Green Ethernet

= Thermal Protection

» Ports

» Link OAM

» DHCP

» Security

» LACP

= L oop Protection

» Spanning Tree

* MVR

» IPMC

»LLDP

» Ethernet Servir as

» Performance
Monitor

=PTP

= MAC Table

» VLANs

MAC Address Table  Auto-refresh [] Clear | [ |<<

Start from VLAN 1
page.

and MAC address 00-00-00-00-00-00 with 20

[ Port Members

Type [VLAN [ MAC Address

lepu[1]2]3]4]5]s

Dynamic 1
Static 1
Static 1
Static 1
Static 1
Static 1

00-00-00-00-00-4A
00-01-c1-00-01-23
33-33-00-00-00-01
33-33-00-00-00-02
33-33-FF-00-01-23
TR RE R Rt
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5 VLAN

5.1 Quick Start

Figure 11. VLAN Quick Configuration Example

Switch 1 11

\ VLAN Trunk

Switch 2

l VLAN Trunk

Switch 3 \————r

Since VLAN 1 is created by default, one must only add VLAN 2 and 3 as follows:

# configure terminal
(config)# vlan 2
(config)# vlan 3

Set the Access port as shown below. In this case it is assumed that port 1
through3 are connected to the PC. The PVID of each port is different.

# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 1
(config)# exit

(config)# interface GigabitEthernet 1/2
(config-if)# switchport mode access
(config-if)# switchport access vlan 2
(config)# exit

(config)# interface GigabitEthernet 1/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 3
(config)# exit

Set the Trunk port. It is assumed that port 4 is connected to the other switch. Set
the allowed vlan to accept 1-3.

# configure terminal

(config)# interface GigabitEthernet 1/4

(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 1-3

Configure the port such that frames are always transmitted with a tag on port 4.

(config-if)# switchport trunk vlan tag native
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5.2 Global Configuration

5.2.1 Existing VLAN

CLI Example: Adding VLAN 2

# configure terminal
(config)# vlan 2

CLI Example: Removing VLAN 2

# configure terminal
(config)# no vlan 2

CLI Example: Show existing VLANs

# show vlan brief

VLAN Name Interfaces
1 default Gi 1/1-6
2 VLANO0002

This Allowed Access VLAN field only affects ports configured as Access ports,
discussed further in section 5.3.1. Ports in other modes are members of all VLANs
specified in the allowed VLANSs field, described in section 5.3.7. By default, only
VLAN 1 is enabled. More VLANs may be created by using a list syntax as shown
below:

# configure terminal
(config)# vlan 1,10-13,200,300

Individual elements are separated by commas and ranges are specified with a dash
separating the lower and upper bound. Spaces are allowed in between the
delimiters. The above example will create VLANs 1, 10, 11, 12, 13, 200, and 300.

Figure 12. Web GUI: VLAN Allowed Access VLANs Configuration

» Aggregation Global VLAN Configuration
» Link OAM

* Loop Protection [ Allowed Access VLANs [
Gl [ Ethertype for Custom S-ports | 8848

» IPMC Profile
7 Port VLAN Configuration
DAL - A
| <> v 2ll<> " ) <> v o< w il 2
1 Access ¥ 2| [C-Port - Tagged and Untagged ~ || Untag Port VLAN ~| (2
2 Access ¥ 1 [C-Pon - Tagged and Untagged ~ ||Untag Port VLAN ~| |1
» VLAN Tr v-.slation 3 Access v 1 [C-Port ~ Tagged and Untagged ~ |[Untag Port VLAN ~| [1
;\F{xa'::VLANS 4 Access ¥ 1 [C-Pont - Tagged and Untagged ~ ||Untag Port VLAN ~| |1
»VCL 5  Access ¥ 1 [C-Pon - Tagged and Untagged ¥ ||Untag Port VLAN ~| |1
» Voice VLAN 6  Access v 1 |C-Port - Tagged and Untagged ~ || Untag Part VLAN ~ | [1

» Ethernet Services g

F;i:;l;lance | save | [ Reset

5.2.2 VLAN Naming

CLI Example: Set VLAN2's name to test
# configure terminal

(config)# vlan 2

(config-vlan)# name test

Web GUI

Not available.
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Ethertype for Custom S-ports

This field specifies the Ethertype/TPID (specified in hexadecimal) of tagged frames.
The setting applies to all ports whose Port Type is set to S-Custom-Port. It takes
effect on the egress side.

CLI Example

# configure terminal
(config)# vlan ethertype s-custom-port
<0x0600-0xffff>

Web GUI: VLAN Ethertype for Custom S-ports Configuration

» Aggregation Global VLAN Configuration
» Link OAM

* Loop Protection [[Allowed Access VLANS [ ‘

» Spanning Tree o

e raris | Ethertype for Custom S-ports | 88A8

R Port VLAN Configuration

» IPMC 9

»LLDP Port

Ges Port ot ‘ Port Type

"EPS * <> - 2 <

* MEP

= ERPS C-Port

= MAC Table G-Port

» VLAN Trv.siation CPort
G-Port

=VLANs

» Private VLANs
C-Port
C-Port

Ingress
Filtering
<> v <« - 2
Tagged and Untagged ~ || Untag Port VLAN ~| [2

1

1

1

1

1

Ingress Egress Allowed Forbidden
A Tagging VLANS VLANs

Mode

Access ¥
Access ¥ Tagged and Untagged ~ || Untag Port VLAN ~
Tagged and Untagged ~ || Untag Port VLAN ~
Tagged and Untagged ~ || Untag Port VLAN ~
Tagged and Untagged ~ || Untag Port VLAN ~

Tagged and Untagged ~ [ Untag Port VLAN ~

Access ™
Access ¥
» VCL Access ¥
» Voice VLAN

» Ethemnet Services

» Performance

(- R N TR
Aol ala o
AR KR KN KR

Access ¥

Port Based Configuration

Port Mode

The port mode determines the fundamental behavior of the port in question. A port
can be in one of three modes as described below with Access being the default.

Access:

Access ports are normally used to connect to end stations. Dynamic features like
Voice VLAN may add the port to more VLANs behind the scenes. Access ports have
the following characteristics:

« member of exactly one VLAN, the Port LAN or Access VLAN, which by
defaultis 1,

e accepts untagged frames and C-tagged frames,
« discards all frames that are not classified to the Access VLAN, and
« upon egress all frames are transmitted untagged.

Trunk:

Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally
used to connect to other switches. Trunk ports have the following characteristics:

« by default, a trunk port is member of all existing VLANs (see section
5.2.1). This may be limited by the use of Allowed VLANs (see section
5.3.7),
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« by default, all frames but frames classified to the Port VLAN or Native
VLAN get tagged on egress. Frames classified to the Port VLAN do not get
C-tagged on egress,

« egress tagging can be changed to tag all frames, in which case only tagged
frames are accepted on ingress.

Hybrid:

Hybrid ports resemble trunk ports in many ways while including additional port
configuration features. In addition to the characteristics described for trunk ports,
hybrid ports have these abilities:

« can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or
S-custom-tag aware,

« ingress filtering can be controlled,

« ingress acceptance of frames and configuration of egress tagging can be
configured independently.

CLI Example: Configure as Access port on the first Gigabit port
# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode access

CLI Example: Configure as Trunk port on the first Gigabit port
# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode trunk

CLI Example: Configure as Hybrid port on the first Gigabit port

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# switchport mode hybrid

Web GUI: VLAN Mode Configuration

» Aggregation Global VLAN Configuration

» Link OAM
= Loop Protection | Allowed Access VLANs | 1
» Spanning Tree v
B e | Ethertype for Custom S-ports | 88A8
N Port VLWfiguratinn
Port Ingress Ingress Egress Allowed Forbidden
P‘m[ Mode [\, AN ‘ Portype ‘ Filtering | Accep Tagging VLANS VLANS
<> v 2 <> - <> v <> r 2

1 Access ~ 2 |C-Port - Tagged and Untagged ~ || Untag Port VLAN ~| |2
= MAC Table 2] Access ¥ 1 | C-Port - Tagged and Untagged ~ || Untag Port VLAN | |1
’xm: Tror.slation 3y Access ¥ 1 |C-Port - Tagged and Untagged ~ || Untag Port VLAN - | |1
> Priva‘lz VLANS 4\ Access ¥ 1 |C-Port - Tagged and Untagged ~ || Untag Port VLAN ~ | |1
»VCL 5 \ Access ~ 1 |G-Port - Tagged and Untagged ~ || Untag Port VLAN ~ | |1
» Voice VLAN 6 coess 1 | C-Port v Tagged and Untagged ~ || Untag Port VLAN = | |1

» Ethernet Services

» Performance i

Port VLAN

The Port VLAN determines the port's VLAN ID, or PVID. Allowed VLANs are in the
range of 1 through 4095, with the default being 1.

Upon ingress, frames get classified to the Port VLAN if the port is configured as
VLAN unaware, the frame is untagged, or VLAN awareness is enabled on the port,
but the frame is priority tagged (VLAN ID = 0).
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On egress, frames classified to the Port VLAN do not get tagged if Egress Tagging
(see section 5.3.6) is set to untag Port VLAN.

The Port VLAN is called an “Access VLAN” for ports in Access mode and “Native
VLAN” for ports in Trunk or Hybrid mode.

CLI Example: Set Port VLAN to 2 on the first Gigabit port (configured as
access mode)

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# switchport access vlan 2
<vlan_id> VLAN ID of the native VLAN when th is port is in trunk mode

CLI Example: Set Port VLAN to 2 on the first Gigabit port (configured as
trunk mode)

# configure terminal

(config)# interface GigabitEthernet 1/1
(config-if)# switchport trunk native vian 2

CLI Example: Set Port VLAN to 2 on the first Gigabit port (configured as
hybrid mode)

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# switchport hybrid native vlan 2

Web GUI: VLAN PVID Configuration

» Aggregation Global VLAN Configuration

» Link OAM
* Loop Protection Allowed Access VLANs 1
» Spanning Tree
Ethertype for Custom S-ports | 88A8
» IPMC Profile e 2RO
*MVR P i
ort VLAN Configufation
» IPMC 9
»LLDP Port Ingress Ingress Egress Allowed Forbidden
= SyncE Boit [EMode MILAN PortType | Eittering A Tagging VLANs VLANS
“EPS " <> | 2 b - 5] <> v < + 2
* MEP
«ERPS 1 Access 2 |B-Port - Tagged and Untagged ~ || Untag Port VLAN ~| |2
= MAC Table 2 Access i -Port - Tagged and Untagged ~ || Untag Port VLAN ~ | |1
bVLA: Tr.slation 3 Access 1 |§-Port - Tagged and Untagged ~ || Untag Port VLAN ~ | |1
=VLANs
» Private VLANS 4 Access 1 |p-Port - Tagged and Untagged ~ || Untag Port VLAN ~ | |1
» VCL 5 Access ~ 1 -Port ¥ Tagged and Untagged ~ || Untag Port VLAN ~ | (1
» Voice VLAN 6  Access v 14 C-Port - Tagged and Untagged ~ || Untag Port VLAN | |1

» Ethemnet Services |u

» Performance
Monito

[ save || Reset |

Port Type

Ports in hybrid mode allow for changing the port type, that is, whether a frame's
VLAN tag is used to classify the frame on ingress to a particular VLAN, and if so,
which TPID it reacts on. Likewise, on egress, the Port Type determines the TPID of
the tag, if a tag is required.

Unaware:

On ingress, all frames, whether carrying a VLAN tag or not, get classified to the
Port VLAN, and possible tags are not removed on egress.

C-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN
ID embedded in the tag. If a frame is untagged or priority tagged, the frame gets
classified to the Port VLAN. If frames must be tagged on egress, they will be
tagged with a C-tag.

S-Port:
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On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified
to the VLAN ID embedded in the tag. If a frame is untagged or priority tagged, the
frame gets classified to the Port VLAN. If frames must be tagged on egress, they
will be tagged with an S-tag.

S-Custom-Port:

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the
Ethertype configured for Custom-S ports (see section 5.2.3) get classified to the
VLAN ID embedded in the tag. If a frame is untagged or priority tagged, the frame
gets classified to the Port VLAN. If frames must be tagged on egress, they will be
tagged with the custom S-tag.

CLI Example: Set Port Type on the first Gigabit port

# configure terminal
(config)# interface GigabitEthernet 1/1
(config-if)# switchport hybrid port-type ?

c-port Customer port

s-custom-port  Custom Provider port

s-port Provider port

unaware Port in not aware of VLAN tags

Web GUI: VLAN Port Type Configuration

Configuration
» System
» Green Ethernet
* Thermal Protection
= Ports
» DHCP
» Security

Global VLAN Configuration

[ Allowed Access VLANs [ 1
| Ethertype for custom s-ports | 838

Port VLAN Configuration

» Aggregation

> Link OAM _ Port | Mode ‘ :L‘;’:I | / Port Type \:ﬂgﬁf‘s  Ingress TEQ“’.SS Q,'med F‘:,'I'_':’:e"
= Loop Protection 9 E agging 5 S
» Spanning Tree ki ~ 2 f<> - <> v < -~ 2

» IPMC Profile 1 Access ¥ 2 § G-Port hd Tagged and Untagged ~ || Untag Port VLAN ~ | |2

:m 2 Trunk ~ 1] o - Tagged and Untagged ~ | Untag Port VLAN ~  1-4005

» LLDP 3 Hybrid ~ 1§ C-Port M ] Tagged and Untagged ~ Untag Port VLAN ~  1-4095

= SyncE 4 Access ¥ 1 § C-Port v Tagged and Untagged ~ || Untag Port VLAN ~ | |1

EPS 5 Access ¥ 1 \C-Port - Tagged and Untagged ~ || Untag Port VLAN ~ | |1

: EREPPS 6  Access v 1 -Port M Tagged and Untagged ~ | Untag Port VLAN ~ | |1

.

.. \_/

= VLANs

» Private VLANs
» VCL

Ingress Filtering

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always

have ingress filtering enabled.

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN
that the port is not a member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a
member of are accepted and forwarded to the switch engine. However, the port
will never transmit frames classified to VLANs that it is not a member of.

CLI Example: Set ingress filtering on the first Gigabit port

# configure terminal

(config)# interface GigabitEthernet 1/1

(config-if)# switchport hybrid ?
acceptable-frame-type Set acceptable frame t

ype on a port

allowed Set allowed VLAN chara cteristics when interface is
in hybrid mode

egress-tag Egress VLAN tagging co nfiguration

ingress-filtering VLAN Ingress filter co nfiguration

native Set native VLAN
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port-type Set port type

Web GUI: VLAN Ingress Filtering Configuration

Confi i
R ation Global VLAN Configuration

» System
» Green Ethernet
= Thermal Protection |A||uwed AccessNEANS | 1 ‘
« Ports | Ethertype for custom s-ports | 838
» DHCP
» Security Port VLAN Configuration
; Algg festion Port Ingress Ingress Egress Allowed Forbidden
:tg‘:ﬂ?medio“ F'°"| LEDS ‘ VLAN | PR WD [ Filteringh Accep | Tagging VLANs VLANs
» Spanning Tree s e - 2| <> > i T2
» IPMC Profile 1 Access ¥ 2 |C-Port gged and Untagged ~ | Untag Port VLAN ~ | |2
:m 2 Trunk ~ 1 [C-Port gged and Untagged ~ | Untag Port VLAN + 14005
» LLDP 3 Hybrid ~ 1 C-Port ] gged and Untagged ~ Untag Port VLAN ~  1-4095
= SyncE 4 Access ¥ 1 | C-Port lagged and Untagged ~ || Untag Port VLAN