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Limited Lifetime Warranty

Connect Tech Inc. provided.#fetime Warranty for all Connect Tech Inc. products. Should this
product, in Connect Tech Inc.'s opinion, fail to be indj@mrking order during the warranty

period, Connect Tech Inc. will, at its option, repair or replace this product at no charge, provided
that the product has not been subjected to abuse, misuse, accident, disaster or non Connect Tech
Inc. authorized modifiation or repair.

You may obtain warranty service by delivering this product to an authorized Connect Tech Inc.
business partner or to Connect Tech Inc. along with proof of purchase. Product returned to
Connect Tech Inc. must be gaathorized by Connedtech Inc.with an RMA (Return Material
Authorization) number marked on the outside of the package and sent prepaid, insured and
packaged for safe shipment. Connect Tech Inc. will return this product by prepaid ground
shipment service.

The Connect Tech tn Lifetime Warranty is defined as the serviceable life of the product. This
is defined as the period during which @mponents are available. Should the product prove to
be irreparable, Connect Tech Inc. reserves the right to substitute an equivadielct gfr

available or to retract Life Time Warranty if no replacement is available.

The above warranty is the only warranty authorized by Connect Tech Inc. Under no
circumstances wilConnectTechinc. be liable in any way for any damages, includinglasly
profits, lost savings or other incidental or consequential damages arising out of the use of, or
inability to use, such product.

Copyright Notice

The information contained in this document is subject to change without notice. Connect Tech
Inc. shallnot be liable for errors contained herein or for incidental consequential damages in
connection with the furnishing, performance, or use of this material. This document contains
proprietary information that is protected by copyright. All rights arervese No part of this
document may be photocopied, reproduced, or translated to another language without the prior
written consent of Connect Tech, Inc.

Copyright© 19977 2010 by Connect Tech, Inc.

Trademark Acknowledgment

Connect Tech, Inc. acknowleglgall trademarks, registered trademarks and/or copyrights
referred to in this document as the property of their respective owners.

Not listing all possible trademarks or copyright acknowledgments does not constitute a lack of

acknowledgment to the rigiat owners of the trademarks and copyrights mentioned in this
document.
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Customer Support Overview

If you experience difficulties after reading the manualandsing the product, contact the
Connect Tech reseller from which you purchased the productost cases the reseller can help
you with product installation and difficulties.

In the event that the reseller is unable to resolve your problem, our highly qualified support staff
can assist you. Our support section is available 24 hours aaleydays a week on our

website at:

www.connecttech.com/sub/support/support. &gEthe contact information sectidmelowfor

more information on how to contact us directly. Our technical supp always free.

Contact Information

We offer three ways for you to contact us:

Telephone/Facsimile
TechnicalSupport representatives are ready to answer your call Monday through Friday, from
8:30 a.m. to 5:00 p.nkastern Standard Time. Our numbfenscalls are:

Telephone:  800-426-8979 (North America only)

Telephone: 5198361291 (Live assistance available 8:30 a.m. to 5:00 p.m. EST, Monday to
Friday)

Facsimile 519836-4878 (online 24 hours)

Email/Internet
You may contact us through the Intetrr@ur email and URL addresses are:

sales@connecttech.com
support@connecttech.com
www.connecttech.com

Mail/Courier

You may contact us by letter and our mailing address for correspondence is:
Connect Tech Inc.

Technical Support

42 Arrow Road

Guelph, Ontario

Canada N1K 1S6

Note:

Please go to theavnload Zoner theKnowledge Database the
Support Centedn the Connect Tech website for product
manuals, instadition guides, device driver software and
technical tips.

Submit your technical support questions to our customer suppgirieers via th8upport
Centeron the Connect Tech website.
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Certification Statements

Class A Computing Device

Connect Tech Inc. declares that the product(s) covered by the contents of this manual have been
tested and found compliant with the below listed standards as required by the Electromagnetic
Compatibility (EMC) Directive for General Immunity Compliance

EN 55022 Conducted and Radiated emissions

CISPR 22 Class A

EN 55024 Immunity to Disturbances

EN 6100064-2 EN 610004-4 EN 610004-6 EN 610003-2 Exempt
EN 610004-3 EN 610064-5 EN 610004-11 EN 610003-3 Pass

The above satisfy the requirements of:

USA: FCCi CFR47, Part 15, part €

Canada: ICES003 1«1
Europe EMC Directive €

Japan: VCCI

Australia/New Zealand: ASINZS

UL60950

Connect Tech Inaffirms thatall Blue Hed/Net productdisted have been tested by
Underwriters Labratories(UL) to comply withthe following safety standards:

UL609501 1* Edition, 200607-07 - Information Technology EquipmeitSafetyi Part 1: General
Requirements

CSAC22.2

6095061-03 1 Edition, 200607 - Information Technology EquipmentSafetyi Part 1: General Requirements

UL916 Energy Management Equipment

UL Testedand Listed Connect Technc. Products Ist:

Blue Heat/Net- two port unis
Blue Heat/Net- four and eight portinits with DB-9 connectors

Notes:

1. UL compliancy:@- will be clearly indicatedn all Connect Teclnc. productlabels where said product is UL
complaint
2. UL tested dvices must not be connected to a LAN segment with outdoor wiring.
&=/
‘W’
P | 5 \»
shoo AN
=
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Introduction

Connect Tec h éenablBslyoudo retnetalyt atchiss your32 and RS$122/485
serial devicesia your Ethernet LAN or the Internédnceinstaled,you can networkenable any
device that is designed to be connected to a serial port.ildustrialserial communication
devices will no longer be tied to a single computére Blue Heat/Net hardwaredasyto

install, involving little more than plugginde unit into the appropriate locatioasd performing
some simple configuratiosteps as outlined in this manual

Driver setup i s made e adstgctiobfgatutehTee s8twareedoddthe@t / Net 6 s
work of locating the units, and the Configtion Manager leads you through the rest of the setup
process.

The Blue Heat/Nét s f i is easilg corfigured with a choice of methods: web browser,

Telnet, or direct serial connection with a termiaaffor terminal softwareOnce youdv e
configuredtheBlue Heat/Net o your specifications, youdl/ be ab
your devices immediately.

Features

Includes an autgsensing 10Bas&, 100Basel X LAN interface

ProgrammableiClinux embedded operating systemmning ona ColdFire embeded
processor

Powerover Ethernet (PoE) option for twamrt models

Free Software Development Kit available

Serial ports on the unit can be linked to one or more remote computers via an Ethernet LAN
and accessed using standard serial applications

MDI/MDI-X autodetect cabling feature preventgoroper cabling connections on twort
model (enables use of cresser or straight through cable)

6 Serial ports can operate at baud raie$o 460.8 Kbps on R822/485 port®n all

applicable models. Four and eightfpmodels can operate at baud rates up to 230.4 Kbps
in RS232 mode. Noté& 460.8 Kbps baud rates can be achieved if2BSmode on two

and 16 port models.

Full modem control and hardware flow control pins on all ports

Supports IP, TCP, UDP, ARP, RARP, T, DHCP, BOOTP, HTTRPPP,Telnetand DNS
Useof TCP/IPmeanscommunications can be routed to support WANswell as LANs

The Blue Heat/Net does not have to be located in the sanssghie controlling computer
Pointto-Point Protocol (PPP) client drserver

Raw TCP client and server

Several levels of security are built into the Blue Heat/Net that can limit connections and
help ensure the privacy of data flow

Network boot or booting from buiih flash Memory

Firmware upgrades are downloadable

Configuration of Blue Heat/Net units can be done via Web Browser, Telnet or direct serial
connection

Software switchable R832/422/485with bias/termination models are available

Front mounted diagnostic LEDs

Wall mount bracket included

DIN Rail mount availabl®n two, four and eight poR2B-9 models

Rack mount options available for four and eight port Blue Heat/Net models. Sixteen port
models include theack mount a a standard feature.

O« O¢

O« O« O¢

O« O« Ox

O« O¢ O¢

O« O¢ O¢

O¢ O« O¢ O¢ O«
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10

Understanding virtual COM ports

In a typical serial port setup, tlpdication communicate directly withthe connectederial
port hardware.

Virtual COM portsdiffer in thatthe applicationcommunicates with aetworkprotocol layer that
transfers the necessary information to and from the remote serialTroteirtual prtsappear
as standard serial ports to the application, but in redfigdata is translatemhto a series of
Ethernet messages between the Blue Heat/Net unit and the host computer. The seriabport
physically connected to tHeost computerbutthis is transparenb theapplication trying to
access it.

There are several advantages to usingial COM ports, which include:

o Distancei The serial ports can be a very long distance away from the host computer. They
are not limited by the standaetectrical characteristics of the R32 orRS-422 interface
because the primary data transfer is being done via Ethddepending on the set uihese
serial portanbe at a different location and the Internahact as the carrier of the serial
port traffic.

e Speedi Short RS232/422 cable lengths can be used viith primarydistancerelying on
the networkconnection The capacitance of long lengthssefialcabledoes not limit data
speedsn thesecases

e Cablingi Cost effective Ethernet cablirigin be used for the transfer of information to the
Blue Heat/Net and often this is part of the existing networking infrastructure. Putting some
serial ports in a remote location can be as easy as pluggirigjuie &eat/Net to the
Ethernet etwork. Thisprovides a simpleclean cabling arrangement.

e Port Sharing i In some applications, it is desirable to haveedalresource that iaccessed
andsharedoy morethalmne host computer. Connect Techods
allows this to be doneasily.

¢ Routing i Different ports on a Blue Heat/Net can be connected to multiple host computers.

¢ Monitoring T The Virtual Serial Ports cagasilybe monitored to ensure everything is
working correctly because they are on the network.

Blue Heat/Net Installation Overview
There are thremain stages in the installation process for yBluie Heat/Net.

1. Hardware Installation
This involves the physical connection of the Blue Héethardwareo your network,
andaddessesssues such as cabliagd power requirements

2. Blue Heat/NetConfiguration
The first step in the configuration process isétthe IP Address Thenuse one of three
availablemethods to configurthe Blue Heat/Net firmware settingsr your application.
This can be donthrough theSCM (Serial Configuration ManagedCM (Telnet
Configuration Manager)rthe WCM (Web ConfigurationManager) depending on
circumstanceandpersonapreference

3. Software Installation for Windows
This stepinstalls ancconfigures the Blue Heat/Netrivers and portéor your host
Operating $stem, and allows you tetparameters specific to yoserialrequirements
This is done via the Blue Heat/Net Configuration Manager.

Revision 0.5
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Hardware Installation

Connecting the Blue Heat/Net to your Network:
Before you begintake a minute tensure that your package includes the required components
that should have shipped with your Blue Heat/Net.

One Blue Heat/Net unit

One power supply

One CD containing software and documentation

One Quick StarGuide

OnePhoenixcontact screw terminal plug ( twamrt POE models)

One RJ345 cable (optional)

One DB9 female toDB-9 female null modem cableptiona)

Too oo o o o o I

If any of these components argéssing,contactusor your reseller

NOTE: The Blue Heat/Net two port model features an
MDI/MDI-X Auto detect feature. The pinouts will adjust
automatically to accommodate the use of a null Ethernet cable
or a straight through cable.

Direct Connect

Direct connect is an Ethernet connection made directly Bara HeatNetto the Ethernet jack
on yourcomputer.

This connection is achieved usingrasswired Ethernet cable also known as a null
Ethernet cable These cables can be assembled yougseTypical RS232null modem
connectiorfor pinout9 or purchased from any electronics or computer store.

Connecting to the Network

The most common methadvolves connectingour Blue HeafNet tonetwork hardwarat the
facility where you are installing the Blue Heat/Metvice.The hubor switchcould be in a
network closet in your building, or locally on your desk or workbefitiis connection is
achieved using straight through Ethernet cable a standard=thernetcablereadilyavailable
from anyelectronics or computestore.

NOTE: Connect Tech recommends you use quality Category
5 cables or better when connecting to the Blue Heat/Net
Ethernet jack.

Ethernet LEDs

On four and eighport Blue Heat/Net modeldhé front panefeaturesEthernet and Seridtort
LEDsto monitor activity.Theleft front side of the bofeatures five LEDs Two port models
feature the CPU LEDnN the face of the device between the two serial port LEDs. The 10/100
and Link/Activity (L/A) indicators are located on the topheir usage is a@®llows:

Power: When this LED is on, the Blued4t/Net is receiving line powerqse models
do not have this LED)
CPU: Once thauClinux firmware is booted and running correctlyisthED appeas as
a continuous light
10/100 This LED representshe speed at which thBlue Heatis connected to your
Network.
e LED on=a 100 megabit connection.
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e LED off = a 10 megabit connection.

(The Blue Heat/Nedautomatically sensethe speed

L/A: (2 port models only). This light is awhen alink or connection to a network or
computer is achieved. A blinking light indicates that Transmit (Tx) or Receive
(Rx) activity is detected on the Ethernet cable

Link: (Four andport model¥ TheLink light is on when a&onnection to aetworkor
computetis achieved.

Act. (4 and 8 port modeld)his LED indicates that Transmit (TX) or Receive (RX)
activity is detected othe Ethernet cable.
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&P Connect Tech Ine, Blue Heat/ s
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10,100 Base T/X
PoE#D

1ov1ee

@( onnect Tech Inc. Blue Heat/ /=it

Blue Heat/" &

Serial 1 CPU Serial 2

Figurel: LED locationson 2, 4, 8 and 16port Blue Heat/Netmodels

Serial Port LEDs

The seriaports LEDs {wo, four or eight, depending on your modgeljlicateserial activityfor
each port.

A A flashingLED indicatesthat the port in questiois receiving ortansmiting data.

A BNO001-004and BNG001004 models:If the LED is onthereis an RS-232
connectiordetected othe RS-232 serial port

Connecting Serial Devices
RS-232 Connections:
Typical RS232null modem connection

This isthe typical wayto connect tdTE type devicessuch aghe Blue Heat/Nett is used
when hardware RT8-CTS flow control is required. The cabiequiredis called a crossver
or nullmodem cableand is readily available at any electronics retailer/distributor.
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DB-9 DB-9 RJ-45 DB-9
Signal Pin Pin Signal Signal Pin Pin Signal
XD 3 »2 RXD XD 5 »2 RXD
£ RXD 2 « 3 TXD 2 RXD 4 < 3  TXD
E2 RIS 7 »8 CTS SZRTS 1 »8 CTS
s3 CTS 8 « 7 RTS S2CTS 8 < 7 RTS
E3 DSR 6 < 4 DR ZZDSR 2 « 4 DR
2z DCD 1 <« »1 DCD ¢=DCD 3 « »1 DCD
& DIR 4 »6 DSR 2 DTR 7 »6 DSR
GND 5 < »5 GND GND 6 <« »5 GND

Figure2: Typical RS232 null modem connection
Basic 3 wireRS-232null modem connection:

Used to connect tDTE type devicefike the Blue Heat/Net, thisonnectioris used when
hardware RTSo-CTS flow control is NOT required. The cable is called a coo&s cableand
is readily available at any electronics retailer/distributor.

DB-9 DB-9 RJ-45 DB-9
Signal Pin Pin Signal Signal Pin Pin Signal
XD 3 »2 RXD , TXD 5 »2 RXD
. RXD 2 « 3 TXD Z.RXD 4 « 3 TXD
S, RIS 7 « »8 CTS ESRIS 1 »8 CTS
S CTS 8 « »7 RIS #ZCTS 8 »7 RTS
Z2 Rl 9 <« »9 RI <ZDSR 2 »4 DIR
22 DSR 6 « »4 DIR = DCD 3 »1 DCD
2z DCD 1 < »1 DCD DIR 7 »6 DSR
- DIR 4 < »6 DSR GND 6 <« »5 GND
GND 5 « »5 GND

Figure3: Basic 3wire RS232 null modem connection.
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Connecting to DCE type devices:

DCE type devices do not requireall modem cablginstead they reqire a straight through
cable. Straight through cables, b@B-9 to DB-9 andDB-9 to DB-25, are commonly available.

The following is an example @DB-9 female cable to a DB5 male cable to connect to a

modem.
DB-9 DB-25
Signal Pin Pin
DCD 1| «—»§
2 RXD 2 «—»3
E3 TXD 3 «—»2
S5 DIR 4 «——20
EXGND 5 «———»7
om DSR 6 «—»6
2 RIS 7 «——»4
CTS 8 «—»5
RI 9 +—»22

Figure4: DB-9 female to DB25 malefor modem connection.
Loopback Connectors:

Loopback connectors are useful for performing diagnostics. The following are the recommended
pinouts for creating loopback connectorsyour Blue HeatNet products.

DB-9 RJ-45
2z Signal Pin .. Signal Pin
E_TXD 3 « T TXD 5 <«
52 RXD 2 « 2% RXD 4 «
22 RTS 7 < Z% RIS 1 4
22 CTS 8 « SE CTS 8 «
2 RI 9 « S35 DSR 2 «
~ DSR 6 « Z° DCD 3 «

DCD | = DTR 7 <«
DIR 4 «

Figure4: Recommend pinouts for loopback connectors

DB-9: ForDB-9 female loopback connectors we recommend soldeb&4p connectors and
28 AWG solid core wire.

RJ-45: For R345 loopback connectors, we recommend 8 pi#tRdonnectors and about 2

inches of CAT 5 cable. o will have to crimp the wires from the CAT 5 cable into thedRJ
plug, then strip and solder the wires to match the above loopback pinout.
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Connecting Power

TheBlue HeatNet uses a standard DC power jack for power input.Blhe HeatNet can be
safely connected or disconnected at any tidew BNG (RoHS compliant) models include the
additional option for 9 to 30V DC power input using a Phoenix locking screw terminal
connectorThe standardower supply requirements are as follows:

Two port models
Models BNOO9BNO01Q BN018
e 05A DC,5 to 30 Volts unregulated.

Model BN®9/10 withPower over Ethernet (PoE) and Screw terminal power
PoE: To use Power over Ethernet, Blae Heat/Netmust be connected to an IEEE 802.3af
compliant APSEO nenlsuchaSaRSE idub ar®SESwitch p

Screw Terminal Power: Use the provided Phoenix screw termamedector Phoeni$MSTB 2
5/2-ST-5.08to power 3656V DC. The power input is polarity independent. The acceptable
wire size is 1424 AWG, 2.080.20 mm2.

Four and Eight port models
Models BNOO1 to BN0OO4

¢ 1A DC, 5to 6 Volts unregulated.

Models BNOO5 to BNO08
e 2A DC, 5 Volts regulated.

ModelBNG008

e 2A DC, 5 Volts regulated.

¢ Screw Terminal Power: Use the provided Phoenix screw terminal connector Phoefix MC
5/2-STF3, and 5to power 930V DC. The power input is polarity independent.

Sixteen port models

ModelBNG@2

e 100-240VAC power input. Use an IEG20-C7 style power cord suitable to your country.
Power cords for North America, the IK, Europe, Austraind New Zealand are available
from Connect Tech.

¢ 22-56VDC power input will accept 284 VDC +- 5%. The ideal voltage range is 24 VDC to
48 VDC. A Phoenix Contact 1847055 two circuit screw terminal connector (included) or
equivalent must be used withis product.

Power Connectar

85 nm

Hl| E

Figure5: Power connector illustration.

(=]

LAy

NOTE: The center is positive, outside is ground (0V).
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Activating the Special Operations Mode and Default Settings

On Blue Heat/Net models with softwarglexctable line interfaces, there israallreset button
located on theear surfaceOn two port models, it is located between the-®BonnectorsThis
push button can be used to perfopedaloperationssuch as resetting the unitite default
settihgs, or to force port scannimg situations where the SCM is not accessible

Using the Reset Button to activate the Special Operations Mode

To activate the Special Operations Moleld the reset buttowhile the unit is poweng up.
Hold the button util all the port LEDsblink rapidly . Release the reset buttomhe port LEDs
will continue to flash rapidly after the reset button is releasaddicate the Special Operations
Mode is active.

Selecting a Special Operation

After the Special OperationsM ode has been activate®RésetButton), there are four options as
described below:

1. Abandon the Special Operations Mode
To abandon this mode without selecting a special operation, press and hold the reset
button for at leasfour seconds. While the button is pressed, the rapid flashing of the
port LEDs will stop. After four seconds, the rapid flashing will resume, you can now
release the reset button. After you release the button, the port LEDs will all be off,
indicating that the Special Operations Mode has terminated.

2. Cancel a Special Operation
If you need to cancel a special operation after it has been selegedtedlypress the
reset button until all the port LEDs begin to flash rapidly. Then abandon the Special
Opemtions Mode by pressing the reset button for four seconds, as explained above.

3. Select a Special Operation
Operations are selected by repeatkdrt pressef the reset button. Each time the
reset button ipressedit is countedand represented on therpLEDs as dinary
number, with the port 1 LED the least significant biseg Table L Choose the
operation which you want to perform. If you miss the selection which you want (press
the button too many times), keep pressing the button, the coustatartagain once it
reache (1111 binary).

4. Activate a Special Operation
To activate a selection, press and hold the reset button for at least four seconds. During
this time, the rapid flashing of the port LEDs will stop. When the rapid flashing
resumesyou can release the reset button. The port LEDs willdffrindicating that
the Special Operations Mode has been activated.
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Tablel: Special OperationAvailable

Special Operation Number of presses (and binary Usage

representation)
Force port scanning to | ONE press This forces the first two ports to
first two ports RS232 mode, causing the SCM t

(Scanning runs until
current scanning delay

scan these ports and thereby
allowing acess to th&CM. (see

setting times out. Defaul note below)

is 30 secondp

Forceport scanning toall This forces all ports to R332
ports mode, therefore all ports are
(Scanning runs until the scanned foSCM use. The Blue

Heat/Net will behave in the same
manner as an R332 only model.
(see note below)

SCM is entered or until
the unit is powered
down. There is no time
ouf).:
Restorefactorydefault This restores the factory default
settings settings forALL configuration
parameters.

NOTE: Why would | need to force port scanning?

Some line interface settings are inappropriate for SCM use.

During boot up, the SCM scans only those ports set for RS-232

or RS-485 Full-Duplex mode. If all of the ports are configured for

another mode, (1/2 Duplex or Multi-drop) SCM port scanning is

bypassed, and the SCM application cannot be accessed. Use of

either of the AForce Port T8ednni ngd operati on:
will force port scanning to occur so the SCM application can be

accessed.

Power On Diagnostics:

LED Error Codes

If an error is detected during theotupprocessan errorcondition andcodeare displayed on
the LEDson the faceof theBlue Heat/Net

A The errorcondition is signaled by a rapidly flashing CPUED (about 10 to 2@er
second).

A The errorcodeis displayed on PortEDs 1 to 4as a Imary numbeion four and eight
port models, and is represented in two port models by the behavior of the Serial 1 and
Serial 2 LEDgsee chart below)
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@ Connect Tech Inc,
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Figure6: LED error code example.

In the above example, a rapidly flashing CPU LED during the boot up process signifies the Blue
Heat/Net has experienced an error. pbet LEDs 1 through 4 signifwhich error has occurred;

in this case, LED 2 and 3 are on, so threrecode is 6. The chart below defines the error details

for each error code.

Table2: LED error code$or Blue Heat/Net

2 port LED key:

CPU rapid error flash
(50 ms on/off)

Slow flash
(1 s on/off)

Fast flash
(.25 s on/off)

Error Code and Event

Details

Suggested
Corrective
Action

1. Loadercode inFlashis erased

Serial 2

Serial 1 CPU

The regions oFlashmemory which hold the
Loader code aréoth erased. (There are 2
redundant Ladesin Flashwhich can be
run).

This may occur in
electrically noisy
environments or ff]
there are ESD
disturbances. If
this error persists,
it may be a
hardware issue.
Contact Connect
Tech.

2. Loadercode in Fashhas abad
CRC.

CPU Serial 2

Serial 1

The regions oflashmemory which hold the
Loader codeboth have CRC errors. (There
are 2 redundant Loadein Flashwhich can
be run).

See corrective
actionfor error
code 1
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3. RAM copyof Loadercode has a
bad CRC.

Serial 1 CPU Serial 2

TheLoader code is copied to RAM before
execution.This error is showrfithe RAM
copy has a CRC error

See corrective
actionfor error
code 1

4. ConfigurationDataSpace(CDS)
areashavecorrupted dataGRC
failure).

Serial 1 Serial 2

CPU

The CDS is copied frorRlashto RAM
during the beginning of the Loader code. If
CRC aror is detected in the RAM copy, thig
error is shown.

See corrective
actionfor error
code 1

5.Candt oOparaingSystam
image (uClinux) taun.

CPU  Serial 2

Serial 1

This will occur wherany of theenabled
boot sourcesHlashor BOOTP/TFTP or
TFTP) fail to obtaira valid compressed
Operating Systerinmage to run.

Check network
connections,
server

computer or your
unit's settings.
This error occurs
if TFTP booting
is enabled, and th
BH/Net can't
download the file
from the server.
Contact Connect
Tech if it persists

6. Unexpected returfrom the
uClinux Operating System

1 2 3 4

Serial 1  CPU Serial 2

This error occurs if th®perating System
returns back to the Loader which is NOT
supposd to occur.

See corrective
actionfor error
code 1

7. CDS (re)programmindailure.

CcPU Serial 2

Serial 1

Certain CDS #ms are updated during the
booup. If a failure occurs during the-re
programming of this region dflash this
error will occur.

See corrective
actionfor error
code 1

20
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8. Boot Count could not be This error is usually causdxy a Flash Contact
incremented in Flash memory memory failure. Connect Tech

1 2 3 4

Serial 1  CPU Serial 2

9. No ports found This message usually indicates a UART | Contact

(NOTE: Error displays on LEDs-8 | component failure. Connect Tech
on 8 port models,-2 on 4 ports)

1 2 3 4

Serial 1 CPU Serial 2

15. Mismatched CDS version uClinux checks the CDS version number | If you have
numbe against its expected CDS version number,| updated the
theyare differentuClinux does not continue| uClinux

its operation. code via SCM and
haven't updated
the Loader/SCM
code, this error
appears on reiot.
Serial 1 CPU Serial 2 Update com
panion Loader
code and reboot.

Mounting Bracket

The4 and 8 porBlue HeatNets feature a simpleerticalmounting bracketFirst fasten the
mounting bracketo the vertical surfac&nd therslidethe Blue HeafNet onto the bracket. Eh
bracket is designed so that the serial port connectors face down.

A DIN Rail Mount option, sold separatedys part numbeS009consists of two brackets with
DIN rail mount clips(See appendix for more information ab@iN Rail Mounting).

The 2 port Blue Heat/Net has biitt wall mount flanges that accept a number of connection
options.DIN rail mount clips are available as part number MS010
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SCM and TCM Cabling requirements
SCM: Serial Configuration Manager

The SerialConfigurationManager is used to configure tBeue HeafNet via a serial port. The
SerialConfigurationManager is discussed in greater detail later in this document. To access the
Serial ConfigurationManager you will need to connectB8-232serial cable from your

standard computer serial port to &$-232port on theBlue HeatNet. The cabling required to
connect to th&lue HeatNet is as follows:

Blue HeatNet products with R#5 connectors

These models ship with optionaB-9 female toRJ45 Jack adapters (PN: CB005) and a
straight through Ethernet cablenzterg(6.5 ft) in length(PN: CB006).Follow the steps below:

1. Plug the CB0O05 adapter into your PC serial port.

2. Plugeitherend of theCB006 cable into the CB005 adapter.

3. Plug the dter end of the CB006 cable into aR$-232RJ45 serial port on thBlue
HeafNet

| f you dGBo@GtabléandCB005adapteryou can make your own SCM cable from a
DB-9 female, some length of CAT 5 cableand adR3 p | u g JTypiSaéRS23 hud
modem connectiansection in theConnecting Serial Devices Section

Blue HeafNet product withDB-9 male connectors
Any null modem serial cable witbB-9 female connectors will work. Simply noect youmull
modem serial cable from the PC serial port to B®232port on yourBlue HeatNet.

TCM: Telnet Configuration Manager

The Telnet Configuration Manager is used to configureBibie HeatNet in much the same way
as the SeriaConfiguration Manager. You will need to connect ydBiue HeatNet to your
network through a hub or switch or through a direct connection to your computer.

Network Connection

Connect thélue HeafNet to youmetwork hardwaresing a standard straight through CAT 5
network patch cable. A patch cable is optionally available witiBtbhe HeatNet, part number
CBO006.

Direct Connect

You can connect youBlue HeafNet directly to a computer without a hub or switch. You will
need standard crosgred CAT 5 network patchable.
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Setting a Static or Dynamic IP Address

Prior to configuring your Blue Heat/Net, you must set a static or dynamic IP address. The default
IP address of a new Blue Heat/Nel82.168.42.1If there is a possibility that this has been
changedyou will need to find the current IP address setting before you begin.

The easiest way tgetthe IP address of your Blue Heat/Net is as follows:

Follow the steps outlineih the sectiorinstalling the Blie Heat/Net Configuration Manager
notingyourBl ue Heat / Net A.B.C.huRIngtheAut Biscovér BlueeHeat/Net
feature

Set the IP Address using the Web Configuration Manager

NOTE: If you use the Windows Configuration Manager
and use Auto Discover to locate your Blue Heat/Net on
the network, you can right-click and launch the Web
Configuration Manager from there.

You only need to use the route add command if you
choose not to use the Configuration Manager found on
the CD that accompanied your Blue Heat/Net.

From the command prompt of your computer, moatteadd A.B.C.0 mask 255.255.255.0 <current
IP of your host machinBe sure taeplacetheDf r om t he Bl ue adf&ed)/ Net 6
Openyou browser and put the Bl ueAB@RThigwllet 6s |
open the WCM.

Log in (default login isvcmand the default passwordpassword and assign the static IP or

change the IP to 0.0.0.0 if you are using a DHCP assigned IP.

s | P
P in

Set the IP Address using the Serial Configuration Manager

Insert your CD into the computer. The Driver/Software Installation menu should appear. If it
d 0 e s n 6 tclick @h atigdiup.letm.

Click Viewin the Blue Heat/Net Software section and t@emnetin the Serial Configuration
Manager sectiorlhis will launchHyperTerminal that comes with Windows XP

Unplug the power to thBlue Heat/Netind plug it back inLight indicators 1 to §or 1 to 4)

will blink sequentially This sequential flashing wilast for30 secondsYou must log in during
this window.

During this sequential flashintype the worcpasswordnto the HyperTerminal windovBe
careful you donét miss the window of opportunity
You nowhaveaccesgo the Serial Cafiguration Manager (SCMAN scm>prompt is ready to
accept command#. you do not see this promptnplug the power angkpeathe steps above

If you wish to set a dynamic IP addressez the following

net dhcp=yes

save

exit

If you wish toset a stat IP address, enter the following, substitutiogr. xxx.xxx.xxwith the
static IP you wish to assign:

net Mip=xxX.XXX.XXX.XXX

save

exit

Close the HyperTerminal¥ou may now disconnect the 5 cable from your PC and connect
it to any serial device.
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UL Compliance

For instructions about complying with UL regulations while operating the Blue Heat/Net, go to
appendixComplying with UL Regulations while operating the Blue Heat/Net

Blue Heat/Net Configuration

24

The Blue Heat/Netcomprisesseveral software componeneach of which manages various
functions of the Blue Heat/Nethe following is a breakdown of these components.

A Operating SystemSoftware

0 Host QperatingSystemDriver
o Configuration Manager
0 Web browser (Host @eratingSystemsupplied)

A Blue Heat/Net Software (Firmware)

0 Embedded PeratingSystem(uClinux)
A Kernel
A Drivers
e Ethernet
e Serial
e Flash
Blue Heat/Net Ethernétrotocol Converter application (Ctid)
Web server (Boa)
Web pages
Telnet services
PPP Clientand FPP Server
Bootloader
Serial Configuration Manager (SCM) Application
ConfigurationData Spac€CDS)

> > >

[N elNelNe]

The following section describes in brief what eatdincomponent controls.

Host Operating SystemDriver
The HostOperating Systerdriver performs the tragtation from a standard Serial COM port
interface to thélue Heat/Neprotocol (which ighendelivered to the LAN as described above).

Configuration Manager
This software manages and configures the relationships between the Blue Heat/Net serial ports
ard the COM port assignments of the HOgierating System

Web Browser

The HostOperating Systeraupplies a Web Browser to support the Web Configuration Manager
(WCM) used tochange the configuration settings of Blue Heat/Net units.

EmbeddedOperating Sygem
The embedde®perating Systeris uClinux.

PPP Clientand PPP Server
A Blue Heat/Net port can behave as a PPP connection, enabling you to run network protocols
over a serial link. PPP connections are often used in applications that require remitdeimyo
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You can set the Blue Heat/ Net to behave as eithe
the answering or fiservero side (PPP Answer).

Bootloader

This coddfirst starts up the embedded processor of the Blue Heat/Net from a-ppweer
software initiated reboott thenobtairs the Embedde®perating Systerimage (file) from one
of several locations and rathe Operating System

Serial Configuration Manager (SCM) Application

This application is used to change the configuration settihBtue Heat/Net units by

connecting to a serial port on the Blue Heat/Net from a terminal (or terminal emulation program
on a PC).

Configuration Data Space(CDS)
This is the area, in newolatile (Flash) memorywhich stores the configuration parameters.

CDS (Configuration Data Space)

Description

The Blue Heat/Net has a humber of configuration parameters which are stofddrirValatile
(Flash memory) area. (See appendix for list of parameters)

TheCDS area is storededundantly in the Flash memory ahg with aCRC-style checksunto
ensure data integrity.

Access to CDS Parameters

The parameters stored in t6®S can be changed through the use of the following configuration
tools:

SCM Serial Configuration Manager

TCM Telnet Configuration Manager

WCM Web Configuration Manager

These three methods allow the user to change Configuration Parameters by whichever method is
most convenient. In some cases several methods will be employed during different stages of the
setup of the Blue Heat/Net, for example:

The SCM may be employed in the beginning when the unit is not connected to a network and
various networking parameters need to baupgtrior to connection to a network.

TCM or WCM may be employed after the unit is connected to a network, possibly tfy modi
other settings related to Serial Ports, Bootup settings or others.

More information about the operation of tS€M Command ReferencECM Command
ReferenceandWCM (Web Configuration Managefdllows.

NOTE: When CDS Parameters are changed via the
SCM, TCM or WCM, some settings will not take effect
until the Blue Heat/Net is next rebooted or powered up.
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SCM (Serial Configuration Manager)

Description

The Serial Configuration Managerase of the applications you can use to access the
ConfigurationData Spac€éCDS) settings of the Blue Heat/Ne&lince the CDS stores the default
serial port settings, it is important ttithe line mode is configured prior to first use. Otherwise,
youdll not be able to access the ports.

Getting Access to the SCM

To access th8CM, you simplyconnect aerial portterminal device (or a PC running a terminal
emulator program) to any of the s#mports on the Blue Heat/Net, apdtera correctPassword

A command prompt is thengeto the terminal and CDS Parameters can be changed using a
command linestyle of entry.

NOTE: For RJ-45 models, the Blue Heat/Net ships with
the unit configured to scan all serial ports on the unit for
entry of the Password. This behavior can be changed by
alteration of one of the CDS parameters.

If your Blue Heat/Net model hanfigurable line interfaces(DB-9 models) certain settings

can affect access to the SClhe ports are scanned as follows:

The default Line mode setting afl ports isUndefinedUnder these conditions, the first two

ports are set to R332 mode during port scanning. Access to the SCM is available through these
ports only.(You should setlaportsto a known state prior to use

When a port is set to something other thiardefinedany port with a setting of R332 or RS

485-Full Duplex will be scanned. Otherwise, scanning is not performed, and access to SCM is
not available.

NOTE: To access the Blue Heat/Net via the SCM your
serial line interface settings must be at the default values
of 9600 baud, 8 data bits, no parity and 1 stop bit (9600
8, n, 1). No flow control is recommended.

In a situation where port scanning is not performed, gan still access the SCM using the push
button reset on the back of the uitllow the instructions in the sectidtivating the Special
Operations Mode and Default Settirtgsaccess the SCM this situation

See the section which describes How the Blue Heat/Net Boots for a complete description of the
Bootup process of the Blue Heat/Net and how to access the SCM.

SCM Command Reference

SCM commands are entered as strings of ASCII charactdropiions separated by whitespace
characters. The entire command line is terminated by a CR character or CR/LF character pair.

Command lineganbe entereananually (via a terminal or a PC with terminal emulator
program) or sent frormnapplication progam. There is no charact®-character minimum

timing restriction. The command line buffer is limited to the size of the FIFO on the serijal port
which is64 charactergor the R345 model and 128 for the D8 model ofthe Blue Heat/Net.

If an SCM commands entered with no options specified, the command shows the syntax of its
options and the current setting of those options.

Brief Command List
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update

Bootup settings

SCM operational settings

Exits the SCM application (araptionallyreboots the Blue Heat/Net)
Brief list of available commands and their syntax

Blue Heat/Net general information akthshverification
Network settings

Serial port settingdjne interface settinggndUART information
Personality settings

Save sethg changes to Newmolatile (Flash storage

Download (via TFTP) an#flasha new Operating System
(uClinux) andLoader/SCMimage.

Command Details

boot

Syntax:

Description:

Options:

Revision 0.5

boot [mode=] [file=] [delay=]

This commad establishe the Blue Heat/Net boaip mode For a detailed
description of the boedip process of the Blue Heat/Neée How the Blue
Heat/Net Boots up in the Appendix.

mode=

A commaseparated list of the following stdptions. Each subptionis

preceded by either-aor ai to indicate if the sulmption is enabled or disabled.
flash Enables or disables the ability to boot from Et@shmemory.
tbootpEnables or disables the ability to obtain the hawinformation from a
Server.

+tftp Enables or disables the ability to download and boot from a file located on
a Server.

file=

This option specifies the default file name used for the-bpdif TFTP boot is
enablel) and also the default file name when usingftbecommand.

This can be gy sequence of characters up to 128 characters in length. (The
default isBHNuClinux_vvv.gwhere vvv is the current version number of the
fiOperating System ma ge 0 ) .

delay=

This sets théime duration for accesyy the SCM applicationt can be set from
2 to 30 secondsthedefault is 30. (See the sectiorlow the Blue Heat/Net
Boots upfor more information).

27



Connect Tech Blue Heat/Net Usdanual

cfg

Syntax: cfg [port=] [timeout=] [password=] [prompt=] [file=]

Description:  Establishethe settings used by the SCM application to
modify its behavior.

Options: port=
Specifies the prt number to scan fapassword to gain entry in the SCM.
N= Scan just port N (N1 to the number of ports on the unit).
255= Scan all ports on the unit (defaultless unit has programmable line
interface.
timeout=
Specifies lhe time duration allowed for a TCM (via telnet) session to be idle (no
activity) before thesession is terminated
0to 1092 minutes
(default = 5)
Note: A setting of zero allows infinite timeout.
password=
This sets thgpasswordohrasewhich is used to gain access to the SCM, TCM
and WCM modes of configuring the Blue Heat
prompt=
This setting controls whether a password prompt (and other password entry
status information) is presented betterminal. This prompting is helpful for
new users of the produbtit maypresent a problem when other devices are
connected to the serial port.
yes enables the password prompting (default)
no disables the password prompting
file=
This sets the filmame used as a default when usingfilde command.
It can be ay sequence of characters up to 128 characters in length. (The default
is ABHNI oader vvv.gzo, where vvv is the cu
ALoader 0) .

exit

Syntax: exit fnosave][-no_resefHogin]

Description: This command is toxit the SCM and reboot the Blue Heat/Net. If CDS changes
have been made a warning message is issued and the SCM will not exit.

Options: -nosave
Exit without saving changes (abandon changes).

-no_reset
Exit SCM without rebooting, maintaining trehanges teettingsfor this session
only. (Booting is continued after the SCM is exited

-login
Exit without saving changes, and restart the SCM login process
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help
Syntax:

Description:

Options:

info
Syntax:

Description:

Options:

net
Syntax:

Description:

Options:

Revision 0.5

help
Displays a brief list o&ll the commands

There are no options for the help command. Please notgtwfis help for the
options of each command can be obtained by entering any command with a
singl e A 2Anexampte woukl beet ?

info fv]

This command is used thew basic information about the Blue Heat/Net unit,
like Serial NumbeandVersion Numbersand performs a confidence (CRC and
Decompression verification) test of the contents ofRlashmemory.

v
This option disables the confidence tests.

net [network= | net=]
[my_ip= | mip=]
[server_ip=| sip=]
[gateway_ip= | gip=]
[subnetmask= | snm=]
[broadcast_ip= | bcip=]
[dns_ip=]
[domain=]
[hostname1 hostF
[tcp=]
[mac=]
[dhcp=]

Estallishes the network settings.

network= | net=

Sets the fAnetwor ko proyripsServenippod t he | P

gateway_ipThe address entered is masked by the subnet mask setting before
being applied. This command is a shortcut for quisditing all the IP
addresses of the unit. See nb&tow.

my_ip= | mip=
This setsthe IP address of the Blue Heat/Net unit (default92.168.42.1L See
notebelow

server_ip=| sip=

This $ts the Server IP address. This adddetermines thaddress bthe
Server to use when tligootpandtftp mode is enabled (sé®ot command), and
also as the default Server address to usth&updatecommands (default is
0.0.0.D Seenotebelow

gateway_ip= | gip=

This sts the Gateway IP address. This addesséd when thBootpmode is
enabled, default i8.0.0.0See notéelow

29

addr e



Connect Tech Blue Heat/Net Usdanual

subnetmask= | snm=
This sts the Subnet mask IP addre3hg default is255.255.255.8ee notd..

broadcast_ip= | bcip=
This setghe Broadcast IP address. This is used wheBtmépmode is
enabled. Thedefault255.255.255.25%€ee notdelow

dns_ip=

This sets the IP of Domain Name Server. (The default is 0.0.0.0). This must be

set to update the Blue Heat/ Net firmware a
anonymous ftp server.

domain=
This ses the Domain name of the unitHedefaultis blueheanef)

Hostname=1 host
This sts the Host name of the Blue Heat/Net uiiihgdefault isSBHNssssssss
where fisssssssso is the serial number of t

tcp=
This sts thebaseT CP port number used for Host TCP/IP and UPP
communicationsThedefaultis 49152 OxC00Q

mac=
This displays the MAC address of the unit. (The defallDi®C:8B:SS:SS:SS
where SS:SS:SS is the hex value of the serial number of the unit). Note: The
MAC addresgannotbe changed, it can only be displayed.

dhcp=

This enables or disabl&HCP support
yes enables

no disableqdefault)

NOTES:

All IP addresses are entered in common IP address
notation: ddd.ddd.ddd.ddd/here dddis a decimal number
from O to 255.

| P ad dmydpsserveii ip, gatewayaipd dns_ip ¢ a n
be entered right justified, meaning that the address
entered will be applied to the specified address starting
from the least significant digit, masked by the subnet
mask. For example:

If the subnet mask is set to 255.255.255.8nd the

following command is entered:

net net=12.23.34.00 mip=45 sip=56 gip=67 dns_ip=89

The following IP addresses result:

the Blue Heat/Net unit will be 12.23.34.45
the Server will be 12.23.34.56
the Gateway will be 12.23.34.67
and the DNS IP will be 12.23.34.89

port

30 Revision 0.5



Connect Tech Blue Heat/Net Uddanual

Syntax: port [port#]
[line_mode |Imode]
[baudrate= | baud=]
[data_bits= | bits=]
[parity= | par=]
[stop_bits= | stop=]
[software_flow= | sflow=]
[xoff=]
[xon=]
[hardvare_flow= | hflow=]
[local_loopback= | llb=]
[special_char_mode= | scm=]
[error_char= | errch=]
[break_char= | brkch=]
[event_char= | evtch=]
[use_xoff xon_limits= | xlim=]
[xofflim=]
[xonlim=]
[escape_char=| esc=]
[fifos=]
[txload=]

Description: This mmmand stablistesthe initial setting®of theserial ports when the Blue
Heat/Net is powered up.

Options: port#
This specifies the port number to change or query. If the port number is omitted,
the command returns a summary of all the ports on the Bhad/Net.
Nwhere N is 1 to the number of ports on the unit.

line_mode |Imode=
This is used to change the Line Interface Mode settings on units supporting this

feature.

232 Sets R&®32 mode

full Sets R$422/485 FulHDuplex mode

4wire Sets R$422/485 4Wire Multi-drop mode

2wire Sets R$422/485 2wire Multi-drop mode (Y2 Duplex)

+tri Enables or disables line driver T3tate at poweup. (Valid
only with RS422/485 Full Duplex mode

+bt Enables or disables Line Bias and TerminatorkRS485
ports

baudrate= | baud=
This sets the baud rate.
50t0 460800  (default960Qmaximum B0400baud on RH#5 modeld

data_bits= | bits=
This sets the number of data bits in each character (byte).
5, 6, Tor 8 (default)

parity= | par=

This sts the parity mosl

n no parity(default)

e even

0 odd

0 force O(space parity)
1 force 1(mark parity)
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stop_bits= | stop=

This sts the number of stop bits
1 (default)

15

2

software_flow= | sflow=
This sts the software (xon/xoff) flow control mode.

n none (defaul)

r receive (xoff is transmitted when tRéFO buffer fills, xon is
transmitted wheIFO buffer is emptied)

t transmit (transmit will stop when xoff is received, and resume when
Xon is received)

b both receive and transmit

xoff=

This ts the xoff charder (entered as a HEX value).
Oto FF (defaultisl3

xon=
This ts the xon character (entered as a HEX value).
Oto FF (defaultisl))

hardware_flow= | hflow=

This sts the hardware (RTS/CTS) flow control mpdsing acommaseparated
list of the following suboptions. Each subption is preceded by either-eor a

T to indicate if the sumption is enabled or disabled.

*cts

When enabled, the transmission will stop when the CTS signalofioesd will
resume when CTS goes.

+rts

When enabled, RTSilivgo off when theFIFO buffer fills, and will goon again
when the receiver buffer empties.

+dsr

When enabled, the transmission will stop when the DSR signabdioesd

will resume when DSR goas. (Currently not supportgd

+dtr

When enabled, DTR Wigo off when theFIFO buffer fills, and will goon again
when theFIFO buffer empties(Currently not supportgd

+rts_toggle | rtog

This establishes the toggle mode of the RTS signal. In this mode the RTS signal
goeson before a block of transmit chaters and goesff at the end of the
block. (Currently not supportgd

Example: hflow=+ctsyts

The default fohflowis all flags disabled.

fifos=

This enables or disables the use of the FIFOs on the UART channel.
yes enabled

no disabled

The defalilt is yes.

txload=
This sets the maximum number of bytes to load into the transmitter FIFO.
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1 to the FIFO size of the UART (default is FIFO size)

The following options are not implemented
[local_loopback= | llb=]
[special_char_mode= | scm=]
[error_charF errch=]

[break_char= | brkch=]

[event_char= | evich=]

[use_xoff xon_limits= | xlim=]

[xofflim=]

[xonlim=]

[escape_char=| esc=]

pson
Syntax: pson [port#][p=][flags=][+d]
Description: This command sets thiersonality or profile of a portt establishe the
application that will use the port.
Options: port#
This specifies the port number. This number can bevalig port number
starting atl to the number of ports available on the particullueBHeat/Net
unit. If the port number is omitted, the comnabreturns the personality of all
ports on the Blue Heat/Net.
p:
This setghe personality string to the value supplied (up to 32 characters).
Default isctid_portd
flags=
This sets the personality flags to the value supgketered as a HEX value).
0toOxFFFF Default isOx0001(RE_SPAWN
+d
This sets the personality flags to the default values
NOTE: The [p=] and [flags=] options are only available
when the user |l ogs into SCM using the fAbackdo
password. Contact support@connecttech.cofior this
password.
save
Syntax: save
Description: This commandaves the setting changes into the CDS in the-motatile (Flash
memory.
Options: (none)
update
Syntax: update<-os |-loader| Hffs>[server_ip= | pF] [file=]

Description: Download and storéin Flashmemory a newuClinux Operating Systeimage
or a new Loader/SCM imag&he download is conducted by a TFTP download
from a Server. After download the image file is checked as being a valid gzip
file (file is decompressed to validate its contents), and then the file is stored in
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Flashmemory.The OSfile is stored in Flash in its compressed form, but the
Loader is stored uncompressed.

Options: -0s | -loadey -ffs
Use-osto update the uClinux OS.
Usedloaderto update the loadéSCM.
Usedgjffs to update the JFFS system (Journaling Flash File System).

server_ip= | sip=
Specify the Server IP address from which the file is to be downloaded.

file=
Specify the file name to downloald the gjffs option is chosen, then tHige=
option is mandatory.

NOTE: After downloading, the image is checked to
ensure the file is correctly formatted. If the file is bad the
command exits. The version is checked against your
current version. If they match, you will be prompted to
choose if you wish to program the FI|l ash. Ent el
continue. If the version is different, the new version
needs to be saved with the savecommand when the
update is finished.

When the JFFS is updated, all previous contents are
destroyed. Only use this option when updating to a Blue
Heat/Net that supports Personality settings.

TCM (Telnet Configuration Manager)

Description

The Telnet Configuration Manager (TCM) is an application similar to the SCM. The TCM
provides the same functiality as the SCMand offerssomeadditionalfeatures.

Getting Access to TCM

The TCMis accessedtia a telnetconnectiorto the Blue Heat/Net unit. Any standard telnet
application program can be uséde PuTTY).If you are usingDHCPto dynamically asgn an
IP on your networkuse theRunning the Configuration Manage®uto Discover to determine
the IP assigned to your unit.

Telnet totheassigned IRddress and enter the logand password informatio®nce a telnet
sessioris established, the usés prompted for a logn. Use thdog in tcm, and the same
password used to access B&M application. Upon successful logthe user will encounter a
similar interface as the SCM application.

34 Revision 0.5



Connect Tech Blue Heat/Net Uddanual

TCM Command Reference

The TCM commands contain the SCM commands, in addition to other commagds to the
TCM. The TCM commands have the same syntax aS@ Command Referengsee

previous section). A brief command listprovidedbelow. Please note that the * denotes
commands not available through the SCM application. Following this brief list are command
details forthe TCM-unique commands.

Brief Command List

A boot Bootup settings

A cfg TCM operational settings

A exit Exits the TCM application

A help Brief list of available commands and their syntax

A info Blue Heat/Net general information aRthshverification

A net Network settings

A port Serial port settings, andART information

A save Save setting changes to Nwgalatile (Flash storage

A update Downloads (via TFTP) and programkashwith Loader/SCM

imageand Operating System (uClinux) image.

Commands unique to the TCM
A sec Serial Port Security Settings *

A stats Network or port statistics *
Command Details

stats
Syntax: stats [option]

Description: This command dplays the statistics for a particular network protocol or the
serial driver statistics.

Options: txrx
This dsplays the number of bytes transmitted or received for each patdso
shows which port is openand by what IPalong with assummary of serial
errors. PFO errors are the sum of parity, frame and overrun errors that have
occurred for a particular port.

error
This second serial statistic optiprovidesa breakdown of PFO errors. In
additionthe number of serial breaks encountered is shown for each port.

tcp
This dsplays attributes related to the network TCP protocol.

ip
This dsplays attributes related to the network IP protocol.

udp
This dsplays attributes related to the network UDPofarcol.

icmp
This dsplays attributes related to the network ICMP protocol.
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sec
Syntax: sec [port#] [optiors

Description: This command ltange the permission lists for each poEachporthasan IP
address white lislThewhite list containgheIP addreseschecked each time a
seri al port is opened through the network.
client will be denied access to that serial port. If the list is empty then any client
may open the port. If there is a lockout associatild the list then no client can
access the list. Trmeccommand allowgou todisplay and edit these IP security
white lists. The permission level is used to allow access to groups of commands.

Options: port#
This specifies the port number. This numbean be anyalid port number
starting atl to the number of ports available on the particullreBleat/Net
unit.

list

This dsplays the current white list for the specifigoit. Remembelif the list
is empty, any client (any IP) can access the porrd is nasub optiorfor this
command.

clear

This removesll IP addresssfrom a list, thus allowing any client to access the
port. This command also clears the lockout if it exits. There @ibaptiorfor
this command.

m

This command is used in gomction with the list command. The user typically
examines the IP white list and makes note of which entry needs to be removed.
You must note the record numhtbgat appearto the left of the IP.Use this
recordnumber as aub optiorto thesec/rmcommand, in order to remove a

desired IP.

add

This gpends new IPs to a given list. Thigh optiorfor thesec/addcommand is
a valid IP in dotnumber notationYou may want texecute the list command to
confirm thatanIP was successfully added.

lockout

Thislist is used to deny access to #pecifiedserial port. There is nsub
optionfor this command. The lockout can be eliminated with a clear command.

Examples sec 1 list Display the IP whitdist for port number 1.
sec 5 clearClear the IP whitdist for port number 5.
sec 3 add 210.98.82.2@id IP 210.98.82.99 to the whilist for port numbeB.
sec 3 rm 1Remove the 3entry in the whitdist for port number 3.
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WCM (Web Configuration Manager)

Signing In to the Web Configuration Manager

You will need to know the IP address of your Blue Heat/Net unit before you use the Web
Configuration Manager. Use the Serial Configuration Manager to assign the Blue Heat/Net a
valid IP address, or tell the Blue Heat/Net to use DHCP to automatically obtttraddress.
Please refer to theCM Command Referena®cumentation for information on how to do this.
Once you know your IP address, open your web browser and lgtyptdt_your_ip_addressof
http://www.hostnane.com/

You will arrive at theBlue Heat/Net Web Configuration Manager Sign In page. The default
username is'cm Leave this name ds. The default password [mssword Use this
username/password combination afidk the Sign Inbutton tolog onto the Web Configuration
Manager.

8 3P Blue Heat/Net

Configury
Rase Jendl Sattnen

Web Configuration Manager Sign In
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M Bue Heat Tt
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Figure7: Web Configuration Manager Sign In
Once you have signed in, you should immediately
change the default password.

At this point you should be directed to the Web Configuration Manager homepage
To sign out of the Web Configuration Manager, just click ornSigem Outink on the upper
right-hand side of the Web Configuration Manager.
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Configuring Your Blue Heat/Net

There ardive mainconfiguration options for your Blue Heat/Néthese includéasic serial
settings, advanced serial settings, security settings, Blue Heat/Net settings and Filihevare.
Rebootand Change your Passwaydtiors arealso located her& he options for each
configuration screen are described in the following sections.

Configure Basic Serial Settings
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Figure8: Configuring Basic Serial Port Settin(iJ45 Models)
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Figure9: Configuring Basic Serial Port Settings (EBEBViodels)

This page contains basic or common seritllrggs. Here you can configure the default baud
rate, parity, start bits, stop bits and flow control for each of your Blue Heat/Net pBtS.
models include a Mode option to set time interface modeThe initial values for each port are:

9600 baud

no parity

8 data bits

1 stop bit

no flow control

Too Joo Too Joo I
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A Mode: Not Set (factory default)or port disabled
A PersonalityBlue Heat/Net

NOTE: Line modes should be changed to a specific
setting. The Windows host driver settings will override
line mode settings, so ensure the mode you choose is in
agreement with the OS advanced properties port setting.

*DB-9 model only

Change the serial port settings as required ctiokl the Submitbutton at the bottom of the page.
A confirmation page will be presented to yauirtform you that your changes have been saved.
(Note: These settings are usually overridden by applications you use with the Blue Heat/Net
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Basic settingslso offers @ersonality option. This enables you to set the personality or
communication protad of your ports based on your application requiremertie.personalities
include:

[o]

Ox¢

O¢ O¢

Blue Heat/Net This is the default option and refers to the normal behavior of the Blue
Heat/Net port.In most applications, the default setting will suit the applicafidrere is no
need toset anythindbeyond the regular configuration options of the Web Configuration

Manager.
PPPCall: This configures your Blue Heat/Net port to behave as a PPP-{Bdtaint
Protocol) connection. It configures the portreat yourPC as thelient,orfid i al i ng o

of the connectionChoose PPEall and click on the Configure button to set further options.
PPP Answer This configures your Blue Heat/Net port to behave as ad®@Riection from

as a servefanswer)side of the PPP corction.Choose PPP Answer and click on the
Configure button to set additional options.

Ethernet to serial: Reserved for custom personalities

Raw TCP Server. This configures your Blue Heat/Net port to listen for an incormiGg
connection from a remote guter or device

Raw TCP Client: This configures your Blue Heat/Net portdonnect via TCP to a remote
computer or device at a speciffe address.
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Point-to-Point Protocol (PPP) Options

It is possible to configure a Blue Heat/Net port to behaveRBRaconnection. This enables you

to run network protocols over a serial link. This link can be a direct serial connection using a

null modem cable, or a modem link via telephone, cell or satellite line. PPP connections are

often used in applications thatquire remote monitoring. You can set the Blue Heat/Net to

behave as either the dial out or fAclientdo side (
Answer). The Blue Heat/Net can act as both PPP server and client simultaneously if more than

one seial port is used.
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FigurelO: PPP Call configuration
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For more detailed information about using PPP, visit
http://www.tldp.org/HOWTO/PPHOWTO/index.html

PPPCall

ChoosePPPCalland clickConfigure The PPP Call configuration page consists of four script
files. TheOptions configuration filacludes system default information such as baud rate,
modem connection, flow control, peer authorization and IP addressdsafidcamote)
assigned to the port. See the Linux manual page pppd (# man pppd) for a full list of options.
The Chat configuration fildefines the dialog that occurs between client and server during
connection. See the Linux manual page chat (# mai et full list of options.

The PAP (Password Authentication Protoant) CHAP (Challenge Handshake Authentication
Protocol) configuration filese used to authenticate peers. Use these scripts to alter the pap
secrets and chagecrets files. These Wibnly be required if you have set the options file to
authenticate connections.

Note that you must save changes and reboot before any
modifications will take effect.

PPP Answer

Choose PPP Answer and click Configure. The PPP Answer configuratiosqagists of four
script files. TheOptions configuration filacludes system default information such as baud rate,
modem connection, flow control, peer authorization and IP addresses (local and remote)
assigned to the port. See the Linux manual page @pptn pppd) for a full list of options.
The Chat configuration fildefines the dialog that occurs between client and server during
connection. See the Linux manual page chat (# man chat) for a full list of options.

The PAP (Password AuthenticationtBeol)andCHAP (Challenge Handshake Authentication
Protocol) configuration filese used to authenticate peers. Use these scripts to alter the pap
secrets and chagecrets files. These will only be required if you have set the options file to
authentica¢ connections.
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Raw TCP Server and Client Options

Blue Heat/Net serial ports can be configured to transmit/receive data using standaxbiiCP.
can configure the port to behaas a sarer, allowing a remote device to make a TCP socket
connectionor a client, enabling the Blue Heat/Net to initidi@P-basedcontact with a remote
device.

Raw TCP Server

When configured to use the Raw TCP Server personality, the Blue Heat/Net will G§& @zofit

to listen for an incoming connection via T&Bm a remote computer or device. Once a
connection is established, any data sent to the Blue Heat/Net through the TCP/IP connection is
transmitted on the appropriate serial port. Any data receivedetsettal port is sent through the
TCPI/IP connection to the remote computer or device.

To configure your Blue Heat/Net serial port to behave as asEBRer, choose the personality
optionRaw TCP Servand clickConfigure The Raw TCP Server page ragsiyou specify the
TCP Port used fancoming connections. Specify ti€€P Porhumber in the input box and click
Submit (The server needs a unique TCP Port number for each serijal port will be

prompted to Save to FlasReboot the Blue Heat/Net.
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Figurel2: Raw TCP Server configuration

Raw TCP Client

When configured to use the Raw TCP Client, the Blue Heat/Net withespecified IP address
and TCP port to connect to a remote computer or device. The Blue Heat/N=tntiiiue to
attempt a connection every 3 seconds uméis established. Once connected, any data sent to
the Blue Heat/Net through the TCP/IP is transmitted on the appropriate serial port. Any data
received by the appropriate serial pgrsent throup the TCP/IP connection to the ret®o
computer or device.

To configure the Blue Heat/Net serial port to behave as a TCP client, choose the personality
optionRaw TCP Clieand clickConfigure The Raw TCP Client page requires you specifyifhe
Addressto which the Blue Heat/Net will try to connect. The IP address can be specified in the
input box in the format.2.3.4r as aDNSname(www.connecttech.copfor example) Specify

the TCP Porbumber and clicksubmit You will be prompted to Save to FlasReboot the Blue
Heat/Net.
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Figure13: Raw TCP Client configuration
Checking your Raw TCP/IP settings on the Blue Heat/Net

You can check youRaw TCP Client and/or Servegttings once you have completed

configuration throughthe WCM. To do so, opea Telnet session with your Blue Heat/Net and
typeps at the command prompthis will display a list of programs currently running.

Raw TCP Serverlisting

You should seeformation similar to the following: <numbers> raypdata2 0

In this case, the 2 refers to serial port 2, the O refers to the fact that the server is using the Blue
Heat/Net default port for that serial port (49157 for serial port 2).

By contrast<numbers> raw_pdata 3 _ 408@s serial port 3 and ksting for a TCP connection

on port 4000.

Raw TCP Client listing

You should seaformationsimilar to the following:

<numbers> raw_pdata 4 www.connecttech.com 80

In this case, the 4 refers to serial port 4. It's connecting to www.connecttech.com & port

ConnectingTwo Blue Heat/Netgogetherusing standard TCP

You can directly connect two Blue Heat/Net devices by configuring a serial port on one to Raw

TCP Server, and a serial port on the second to Raw TCP Client. Serial data received by one Blue

Heat Net can then be sent through a network or the
port. The serial ports operate independently of each other, and can be configured individually for

baud rate and electrical interface.

Configure a serial port oone Blue Heat/Net in Raw TCP Server mode (see above) and note
your TCP settings (the Blue Heat/ Netbdés | P addres

Configure a serial port on the second Blue Heat/Net in Raw TCP Client mode (see above) and
input the settingsised for the Raw TCP Server mode.

Reboot both Blue Heat/Net¥.ou should be able to exchange data betweetwbeserial ports,

regardless of the serial port settings on either Whis will extend the range of the serial
devices to anywhere thatrche connected via TCP/IP, including the internet.
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If you experience connection problems:

A Make sure the cables are connected properly.

A Check the settings on your Blue Heat/Net through the WCM. Make sure you're using the
same port numbdor both the severandclient.

A Start aTelnet session with the Blue Heat/Net in client mode. Use the ping utility on the
client Blue Heat/Net to ping the server Blue Heat/Net. If ping is unsuccessful, then there
are network issues that need to be resolved (or therd&lne Heat/Net is not plugged in).

If ping is successfukecheck your client and server settings

A If you canTelnet into the Blue Heat/Net, log in and typecat /var/log/syslaglf the TCP

Server is failing you'll see error log entries that may hreltiagnosing the problem.

Testing Blue Heat/Net Raw TCP ClieModewith a Telnet Daemon

Testing Raw TCP Client Mode
SelectConfigure basic serial settinigsthe WCM Choose daud rate and serial port settings as
appropriate.

Set thepersonality opon to Raw TCP Clieand clickConfigure Input the computer name or IP
Address of the computer you wish to reach. For TCP Port, choose the TCP port number to which
you will connect. For Telnet sessions this is typically port numbe€Rk& Submit

SelectConfigureBasic serial settingsn the navigation menu. Clicdubmit followed bySave to
Hash This registers the changes to the basic serial port as well as the change to the Raw TCP
Client personality.

SelectReboofrom the navigation menuThis will restart the Blue Heat/Net and launch the Raw
TCP Client personaliton your selectedort. The Blue Heat/Net will attempt to connect and
start aTelnet session. You should see a login prompt on your serial terminal screen.

If you do not seéhe login prompat

A Make sure the serial cables are connected properly. For a direct serial connection to a PC,
you'll typically need a null modem cable.

A Check the settings on your Blue Heat/Net through the WCM. Make sure everything is
input correctly anl that you have the correct port number.

A Start aTelnet session with the Blue Heat/Net. Log in and taue'var/log/syslaglf the
TCP connection is failing you'll semtriessuch as:
Tue Nov 30 00:01:01 raw_pdataffoConnect failed, closing socket
Tue Nov 30 00:0D1raw_pdata[100]: clietihconnect failed yourlPAddress:23

If you receive thesenessages, the Blue Heat/Net is not able to connect to the destination.
Check to make sure that the other computer is up and running andrédaeadaemors
currently operating.

Testing Raw TCP Server Mode

SelectConfigure basic serial settingsthe WCM Choose abaud rate and serial port settings
as appropriateSetthe personality optioto Raw TCBerverand clickConfigure

Input theTCP Poryou will useto listen for incoming connectionSo not select TCP port 23 as
it is used by th@ elnet daemon on the Blue Heat/Nétick Submit

SelectConfigure basic serial settinga the navigation menu. Clicddubmit followed bySave to

Hash This registers the changes to the basic serial port as well as the change to the Raw TCP
Server personality.
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